


Here are 4 scenes (left) and 16 scenes (right):

Here are 64 scenes:

And here are many more:
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Complex Adaptive System (CAS)

We decided to build the sequencing of scenes, the interaction between
the characters who inhabit the elevator using a complex adaptive system
(CAS) (Miller and Page, 2009; Waldrop, 1992; Zeeman, 1976). A CAS is not
totally constrained-actions and interactions are developed based on local
awareness.

A CAS is a system that is neither fully constrained nor chaotic. That is,
there is considerable freedom, but yet there are some rules to be followed.
Individual characters are only locally aware, having no overview of whole
system. An example of this is an economy with individual people as agents
(Waldrop, 1992), or an immune system. Another example is Conway’s
Game of Life (Gardner, 1970), (Marek Fiser, 2013 http://www.marekfiser.
com/Projects/Conways-Game-of-Life-on-GPU-using-CUDA).

Conway’s Game of Life is a prevalent example of a CAS. It uses three simple
rules about living, reproducing and dying, and can produce extremely
complex behaviours. Our agents are our characters, and we have 16 of
them, each with their own set of rules, or personalities. Our agents are our
characters. They each have flexible, responsive storylines, which results in
emergent behawours CAS allows us to have a flexible story.

&E
34&

Nicole Phyllis Robert Rose

! A
Lt. Carter

Kathy May & Ada Terry Danny

Our simple rule is as follows. To find out what a character, currently in the
elevator will do next, we take their current behaviour, and add to that:

- their impression factor, which is a combination of the current behavior of
the other character in the elevator (if there is one) and the viewer(s) gaze,

- their expression factor, which is the emotional direction they will head
given their impression, and

- the character’s predilection, which is based on each characters emotional
map.
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After we implemented this CAS as our character engine, we noticed some
emergent behaviours as the stories played out. First, everyone is bisexual.

ella

Second, the one character who was most aggressive created an atmosphere
of fear that spread through the entire ecosystem of the piece, even when he
himself was not present in the elevator.

Since everyone being scared all the time goes against the rule of not being
repetitive in EFl, we decided to introduce an authority figure into the story
to keep our aggressive character in check. Things worked themselves out.
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Third, upon introduction of the extra eight characters and the absence of
fear caused by the gangster character, a new behaviour emerged that we
were not ok with - characters were starting to flirt with the little girl character.
Unfortunately, we had to fix this by making the little girl less interesting.

Taking a brief look inside our CAS:

Incidental interaction triggered via gaze. Depending on what area the viewer
gazes at affects the behaviour of the characters in the elevator, depending
on their personality as well. There are 4 possible areas that can trigger a
reaction - the 5th is not looking at all:

Top Right

Using Narrative and Social Theory

To help us address the interaction challenge of creating a story that unfolds
and is non-repetitive and endlessly fascinating, we made use of interactive
narrative (Bang, 1993) and ideas about interaction expression and impression
from Goffman (Goffman, 1959). We implemented this through our CAS.

Person A Person B

—

"« impression

expression
(action)

/

expression
(reaction) L

¥

\

impression » ~ )
' | expression
(reaction)

/

" impression To create a character engine for our

X CAS, we created a character map for
each character. The personalities look
like this.

expression
(reaction &

v

-
#

For more complex characters, there are more behaviours, and more complex
patterns of squares on the maps. Simpler characters have simpler maps.
The axes of aggression and attention are based on an idea from Nass (Nass
et al., 1995) about personality being defined by 2 meaningful dimensions,
extraversion and agreeableness. There are 26 possible behaviours and each
character has a subset of these (MacDonald et al., 2015).
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Let's look at a relatively simple character, Phyllis:

Phyllis

Attention-Seeking

Peaceful Aggressive

Disinterested
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Each one of these regions corresponds to a sequence of images representing
a behaviour. At any given time, she can only be in one spot on this map.
There are three ways to change her behaviour state, which is represented
here by the green dot in the middle of this map. Here is Phyllis in the
elevator, and her personality or behaviour map.
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The next thing that happens is the entrance of another character. At first she
is neutral, and he is angry:

Ao iing
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Look atother x vy
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Leo’s actions here will trigger a reaction in Phyllis:
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So here they are now in their new states:
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The third way a character’s behaviour state can be changed is the progression
of time. As time moves forward, if nothing else happens, Phyllis will gravitate
back to her default behaviour at the center of her map.
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Behaviors are not limited to the selection of visual output. Behaviors also
affect the emotional state of other characters in different ways. For example,
the aggressive anger behavior of Leo causes other characters to become
more aggressive. This is the basic mechanism of interaction between
characters: Leo’s anger behavior is his expression and triggers the other
character’s impression. Therefore, the personality grids are a representation
of the visual output of the character.
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The viewer affects this by staring at one of the characters. This can affect
behaviour, and can also trigger a special acknowledgment behaviour. This
acknowledgment behavior changes according to character.

We chose the liminal space of the elevator as a challenging setting and to
produce endlessly fascinating interaction, we created multiple story lines
with a complex adaptive system. We design interactions between characters
based on art and social theory.

Summary for Endlessly Fascinating Interaction

1. The observed reactions of the piece are both understandable and
intriguing;

2. The viewer is not required to discover difficult or obscure actions
to trigger a response;

3. The viewer does not need to be aware of the effect of their own
interaction; and

4. The story that unfolds is non-repetitive, and endlessly fascinating.

A Delicate Agreement

Conclusions

In this chapter we have presented the results from an ‘in the wild" study
on natural use of a multi-touch table in the Vancouver Aquarium Artic
Exhibit. We outlined our exploration into the possibility of programming for
serendipity in a visualization based search interface and we described our
use of a complex adaptive system to create a continually changing story
line with emergent behaviours that we hope is a step towards developing
endlessly fascinating interaction.
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Surface Applications for Security Analysis

Judith Brown, Jeff Wilson, Peter Simonyi, Miran
Mirza, and Robert Biddle

Introduction

SurfNet Theme 2 concerned software development for surface applications.
There were two perspectives, one being the utilization of surface technology
to support the development process, and the other being development
processes that arise in surface applications. Much of the work of our
HotSoft group at Carleton has concerned the latter. Other research of
ours concentrates on human factors in computer security, so we decided
to explore how surface technology might support security analysis. This
specific domain allowed us to investigate how study surface application
design and development in an established context, and thus learn how
the real needs of the domain might best be supported. We were fortunate
to also have partners in industry and government working in the domain,
and therefore able to give us advice and feedback. A number of projects
were conducted over the span of SurfNet, each one offering findings that
informed later projects. In this chapter, we provide an outline our work,
summarizing the each of the main projects, and their findings. Each project
is documented more extensively in other publications elsewhere, and we
provide references to those papers throughout this overview. We conclude
with a summary of our main findings and how they inform the development
of surface applications in general. The main sections of this paper are
therefore as below. We conclude the paper with some discussion about the
general themes that emerged from our work.

* Review of Surface Computing for Collaborative Analysis

Field Studies of Security Analysts at Work

ACH Walkthrough: Software to Support Security Analysis
* Ra: Support for Web Application Interaction History

Strata: Annotation for Web Applications

Review of Surface Computing for Collaborative Analysis
Our first step in this sequence of projects was to conducted an extensive
survey of the area. We covered a wide range of topics, covering not only the
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literature specifically on the topic, but also on relevant theory and interaction
design, as well as the underlying technologies and development platforms.
The survey was published as 140 page book by Morgan and Claypool, J.
M. Brown et al. (2013). Within the broader context of collaborative analysis
work we particularly discussed co-located analysis work in the security
domain which is typically either network security or intelligence work.

Surface computing is likely to become commonplace in some domains such
as entertainment and education. However, we also expect large surfaces
will serve a primary role in supporting collaborative work. Meeting rooms
and team environments will be designed to feature large surfaces. These
large surfaces, while being a key to enabling more collaborative computing
environments, will typically work in concert with other display devices in
mixed-display environments, where both individual and team devices are
used together to support collaborative work. We believe large displays
and mixed display environments (combinations of large displays, tablets,
smart phones and other types of surfaces) will become ubiquitous in office
environments of the future. In this emerging and novel context, application
software, and especially application interfaces, must be explicitly and
purposefully designed and developed to support surface computing for
collaborative work. This book described current research in this space, and
provided a perspective on it based on our own experiences and expertise.
We first reviewed the underlying technology for surface interaction, especially
looking at large surfaces and novel methods for interaction. We identified
research on surface technology issues that are particularly important to
analysis work. Document flow issues may impact work Individual work on
digital artifacts using laptop and workstation computers in theory should
be compatible with digital tabletops and digital wall displays, since digital
artifacts don’t have to be transformed into analog (paper) artifacts to be
taken to a meeting.

In practice, however, the problem of moving digital artifacts seamlessly
between surfaces has not yet been resolved. Also important is that human
communication is rife with indexical references, i.e., pointing, which involves
verbally or physically indicating something. In artifact-rich environments
pointing behaviour is common and saves much time. Other issues arise with
multiple display environments including both small and very large displays,
with diverse kinds of displays being used together. Interaction design for
surface computing presents novel challenges that are not easily solved by
mechanisms used for traditional desktop interaction design. Menus and
scrollbars may become things of the past, and new approaches to pointing,
selecting, and hovering are required. Gesturing is the emerging approach,
and is still evolving. Easy text entry and interactor identity remain challenges.

Research has clearly shown there are many advantages for large displays
for individuals. These include cognitive benefits, increased productivity,
reduced errors, and greater satisfaction. We believe these benefits
to individuals often carry over into collaborative situations. Research
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on groups and teams, however, is much newer. Early results are by and
large very positive, but also indicate that it is very important that surface
applications be carefully designed. For example, to increase situation
awareness in contexts where groups are collaborating loosely, the research
shows that it is very important to reduce the amount of information that
is shared to no more than what is required. Other research indicates the
positioning and arrangement of displays can impact collaboration. In
mixed-display environments the research shows that it would be important
to be clear about the most important objectives of the collaboration so that
choices about display devices and functionality can be made with these
considerations in mind.

Understanding analysis work is not easy. Designers and developers of
tools often have undeclared assumptions about what analysis work is, and
these assumptions can easily become embedded in the tools, resulting in
a rupture between the work at hand and the tools to accomplish the work.
Theories have been applied to aid understanding of individual analysis
work, primarily based on understanding cognition. However, increasing
amounts of data and larger and more complex analyses are emphasize
the need for collaborative analysis. Collaborative artifact-mediated work
can be understood from a variety of theoretical perspectives. In particular,
we reviewed Distributed Cognition, Evolutionary Psychology, Attention
mechanisms, Group situation awareness, and Cultural-Historical Activity
Theory. However, collaborative work, such as complex collaborative work
in specialized domains, can be challenging to understand and predict,
particularly where new technology presents unfamiliar opportunities.

With respect to software architecture and development there is and will
continue to be some turbulence as technology standards and design
best practices emerge and become established. It is very important for
designers to understand this, as the challenges for developers are much
greater than those long understood relating to WIMP (windows, icons,
menus and pointer) interfaces. Diversity of toolkits and libraries may
make cross-platform development problematic until the advantages of
interoperability influence the market. Similarly, heterogeneity of data
sources and formats may present challenges. One lingering issue is that
few multi-touch surfaces have the means to identify the source of gestures
when several collaborators are interacting with a single screen. However, the
novel ubiquity and low cost of tablets and smartphones offers a excellent
opportunity to provide the identity of collaborators in mixed-surface
environments, as well as additional modes of interaction beyond touch.
Further, tablets and smartphones as additional devices for collaboration
can offer opportunities for private exploration, offline data manipulation
and preparation, and interactions requiring personalization or authority.
Some technologies have already dealt with multiplicity and diversity at the
infrastructural level, particularly web-based frameworks, and seem to be
a good starting point for collaborating across multiple devices. However,
there remain differences in how gestures are shared with browsers within
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each of the main handheld operating systems, and so it may be worth
designing for a mix of browser-based and native code. Moreover, there
are also deeper issues. The challenge of sharing application state across
multiple devices gives rise to an important question of the identity and
“ownership” of objects. It is important to draw appropriate distinctions
between actual objects and inferred or proxy objects. Mutability (the ability
of objects to be changed) of shared objects must follow logic that meets
mutually shared goals of participants.

Our survey left us optimistic that large surfaces and mixed-display
environments seem well poised to support co-located collaborative analysis
work. However, it was clear that design for surface applications in the
analysis domain requires a system perspective. Surface computing is only as
useful as its application software, and applications for collaborative analysis
work need careful study of the domain, and carefully designed interfaces
and software. Further, surface computing environments need appropriate
accommodation and infrastructure, which also needs to be designed. In this
context it is important to design with an eye to end-user interaction, end-
user experiences, and the broader environment, which would include team
interactions and the physical aspects of the workplace.

Field Studies of Security Analysts at Work

The next step in our research program was to conduct field studies.
Especially in the domain of security analysis, access to professionals can be
very difficult to obtain, and our partnerships with industry and government
organizations were critical.

We conducted a number of studies in two related domains. In a first set of
studies, we carried out observations and interviews of operations centres.
In this set of studies, there were 7 sites involved, in a variety of industry and
government contexts from financial transaction processing to healthcare
support, each involving many hours and days of observations, and interviews
across a range of workers and stakeholders. Our analysis of the data used
Grounded Theory, and the results showed new patterns of work that have
evolved similarly across the workplaces we studied, offering new insight
about how these workplaces might be better supported with technology.

In a second set of studies, we focused on analyst teams conducting in-
depth projects to explore specific issues of interest. Our main study in
this work involved a team of 10 professional analysts over a 4 day project.
The project itself was a proxy based on open data, rather than on real and
therefore sensitive data, but was designed by one of the senior analysis as
representative of their real work. Our analysis of the dated used Culture-
Historical Activity Theory, especially the work of Engestrom on collaborative
work Engestrom (2000; Engestrom, 1992).

We will elaborate here more on the second set of studies, because of the
impact they had on later stages of our research. Our study found that in the
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early stages of the analysis process, the analysts collaborated closely. Later
on, despite them working on the same general topic, and using the same
data set, we principally saw work done side-by-side, but independently.
We illustrate this in Figure 1, using phases of collaboration based on
Engestrom’s work.

The most common stronger form of collaboration we saw later was when one
analyst requested technical help from another. Interestingly an exception to
the pattern occurred when one analyst produced a large poster showing
results of her work, whereupon others were keen to comment and find
connections to their own work. Around the same stage of the process,
we observed one analyst applying a structured analysis technique called
“Analyses of Competing Hypotheses” (ACH). This is a technique developed
by Heurer, and supported by software. The main idea is that an analyst
considers several alternative hypotheses that might explain a set of evidence.
They assess the data for credibility, relevance, and then consistency with
each hypothesis. These factors are then used to build a mathematical model
which facilitates identification of anomalies and reflection.

Days
1 2 3 4
Reflective | - : !
Communication . : .

Cooperating Lo

Side-by-side | .
Cooperating

Coordinated - 2 %

Side-by-side |
Coordinated

(=2}

12 34 5
Steps

Figure 1. The process of collaboration across time. Solid lines show steps in the
analysts’ process. Dashed vertical lines show days. Note the absence of reflective
communication in step 5, selecting & analyzing issues. Source: Brown et al. Brown,
Wilson, and Biddle (2014).

Our analysis of the data, both observations and interviews, led to a number
of interesting findings. One relates to “Process Productivity”. As noted
above, analysts collaborated more in early stages, and much less so later
on. We observed that the early stages were done with whiteboards, posters,
and brainstorming, where collaboration was explicitly supported. In the
later stages there was much less support, and we felt that better support
would facilitate and encourage more collaboration. Another finding related
to "Process Outcomes”. This was related to the first finding, but we also
realized that with only low levels of collaboration, the process involved
little cross-checking, discussion of coverage, and comparison of results. We
speculated that better support for collaboration would not only improve the
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productivity of the team, but also the quality of their outcomes. Finally, we
identified possibilities for better “Learning within the Process”. In activity
theory it is well-established that important learning occurs in cycles of
externalization and internalization as team members interact. In the activity
we observed, more support could have been put in place to increase
the likelihood of individual and team benefits, two secondary outcomes
of strong collaborative practice. In the collaborative event we observed,
very few team benefits ensued except when team members shared and
reflected on their techniques during their presentations at the end of the
project. There were also minimal individual benefits (although a few analysts
learned new tools on their own, individuals seldom explicitly learned from
each other).

Throughout the study, we had identified use of all kinds of surface-like
artifacts, including whiteboards, posters, and notebooks, and well as certain
software applications. Our conclusions was that there were important
opportunities for surface computing to improve the collaborative analysis
process. In particular, we felt that application software for large touch-
surfaces might well support analysis techniques used later in the process,
such as ACH. This kind of support might thus improve Process Productivity,
Process Outcomes, and Learning within the Process.

ACH Walkthrough: Software to Support Security Analysis

In this section we report on the design and implementation of a surface
application to support co-located security analysis. The field study of
a team of security analysts suggested that the “Analysis of Competing
Hypotheses” process (ACH) would benefit from collaborative support
because the consideration and judgement would both be assisted by
team discussion. We found calls for increased collaboration by authorities
in the intelligence analysis world. Heuer and Pherson suggest that their
collection of structured methods Heuer Jr. and Pherson (2010) can support
collaboration and reduce cognitive bias. Hackman Hackman (2011) concurs
and emphasizes that collaboration both improves outcomes and contributes
to the development of individual and team skills.

We reviewed other versions of ACH software, namely the version developed
for individual analysts at PARC Palo Alto Research Center (2010), and two
versions designed for collaboration, namely Globalytica Think Suite's Team
ACH Globalytica (n.d.), and Open Source ACH Burton (n.d.). We created
extensive requirements for a collaborative version of ACH using surface
technologies. The main requirements were that:

1. A collaborative version of ACH should enable part of a larger

process where analysts alternate between individual work on an ACH
and collaborative work on an ACH;

2. Analysts should be able to easily view evidence documents while
working on an ACH analysis, and we speculated that a mixed-display
environment would support this best;
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3. Collaborative ACH work should be enabled by a walkthrough
process whereby members of the team take on roles that would
strengthen the analysis, while they walked through all aspects of the
analysis and checked or extended its content.

We focused on requirement 3. We saw the walkthrough support as an
important part of the tool, given evidence that a fair number of users were
new to ACH. Our requirements also introduced both a new collaborative
practice as well as a surface application. Together these would aim to
improve an ACH analysis by enabling face-to-face discussions about the
attributes of the analysis, e.g., its completeness, its correctness, and so on.
Our application software, “ACH Walkthrough” accomplishes all these goals
as a functional prototype. Figure 2 shows the software in use. The data
set we use to illustrate the software is from publicly available material to
investigate the collapse of ENRON Corporation Contributors (2011).

Figure 2. ACH Walkthrough in use: Running with synchronized data on a large
multi-touch screen, on a laptop computer, and on a tablet.

While ACHWalkthrough can be used for ACH analysis generally, we especially
intend for it to be used for a collaborative review, where a small team of
analysts work together. In particular, we suggest an approach similar to that
suggested by Wharton et al. called the “Cognitive Walkthrough”Wharton
et al. (1992), where a team walks through steps, discussing and executing
each step together, each team member contributing from their perspective.
Recall that in our field study, we saw a need for reflective communication.
We suggest that our walkthrough technique will provide strong support
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for reflective communication. In particular, when reflecting, analysts should
discuss the overall direction of the work, the quality of the work, and the
methods they are using to achieve their common goal.

As well as a collaborative review, we suggest that ACH analysis involves
some work best done by analysts working independently. For example, this
might be most appropriate for searching through documents and identifying
evidence, and even for many initial assessments of credibility, relevance,
and consistency with hypotheses. Accordingly, we suggest that the best
overall strategy for ACH is to alternate between independent work and
collaborative reviews facilitated by ACH Walkthrough. The software allows
analysis data to be transfered back and forth with spreadsheets.

The collaborative walkthrough is structured into a series of steps, where
each is a step in an ACH analysis, together with discussion relevant to that
step. To increase the value of the discussion, we suggest that team members
adopt roles. For example, one analyst could play the role of a particular
expert or organization, and represent that perspective in the discussion.
This facilitates a diversity of perspectives in the discussion, and increases
the possibility that critical issues will be identified. Heuer Jr. and Pherson
(2010) discuss the advantages of role-play in intelligence analysis, along
with related techniques such as devil’s advocacy and “red team” analysis.

In the walkthrough, our multiple device architecture also supports multiple
perspectives on the data. As illustrated in Figure 2, several devices can be
used simultaneously with different views (each view is on a different "tab’
in a traditional tabbed display), and any changes made to the data are
instantly synchronized. It would be possible, for example, to have two large
touch displays, so that one could be used to consider consistency ratings
(explained below), and the other could be used to browse related evidence
documents. At the same time, individual analysts could check other tabs on
the analysis using tablets or smartphones.

UI Design

ACH Walkthrough is a client-server web application, and it requires login
with a userid and password on a project basis. Within a project, the software
supports many ACH analyses, each with hypotheses, evidence items, and
the scoring of these following the model of Heuer. The Ul presents several
tabs, where each tab supports one functional aspect of the ACH process.
We felt that a tabbed design was consistent with Heuer's step-wise process
whereby the user’s attention is deliberately tunneled through a structured
process.

In addition to the basics of ACH Analysis, the software provides several
innovative features to leverage surface computing to support collaboration.
These include large-scale touch controls, suitable for small groups,
some innovative touch controls we call “fretboards”, and a visualization
technique called “parallel coordinates” applied to ACH. We also provide
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“Walkthrough” facilitation to help groups systematically review an ACH
analysis. Finally, we use an innovative multi-device approach which allows
several devices to be used simultaneously.

Fretboards. In ACH, there are several steps that involve entry of a quantitative
score: credibility and relevance of evidence items, and consistency of
evidence with hypotheses. Instead of using numeric entry, we designed a
new touch control, the Fretboard. The name refers to the fingerboard on a
stringed instrument, with lines that mark positions for certain musical notes.
Our fretboards allow touch and drag interaction to position an indicator,
showing the appropriate quantity. This makes the entry highly visible to the
group, and allows spatial reasoning (see Figures 3 and 4).
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Walkthough Advice. In our field study, we identified a need to better
facilitate strong collaborative activities such as those involved in joint
review. To support this, we leverage ideas from a kind of software inspection
technique called the “Cognitive Walkthrough”Wharton et al. (1992), hence
the name of our tool being ACH Walkthough. The technique involves
members of the group selecting roles to play in the review, and then the
group stepping through the analysis together discussing each step. This
supports a diversity of ideas, and avoids “groupthink”. To support this, our
tool has “walkthrough notes” that appear and give guidance, as seen in
Figure 4.

Parallel Coordinates Visualization. In our field study and in later exploration of
ACH analysis, we found that people wanted to consider the overall patterns
in rating evidence for credibility and relevance, and in scoring of hypotheses
for consistency. To support this in our tool, we added a visualization of the
ACH analysis using the visual formalism known as a “Parallel Coordinates”.
We considered alternatives Wilson, Brown, and Biddle (2014), but settled
on this visualization for its fit to task. Parallel Coordinates is an established
visualization techniquelnselberg and Dimsdale (1990) to aid exploration
of diverse data, and the technique has been advocated especially in the
context of cyber-security Conti (2007). See Figure 5 for an example.
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Figure 5.

Multiple Devices. One important collaborative characteristic in our software
does not involve any specific element in the Ul. By leveraging Meteor's
automatic synchronization of data across connected clients, multiple
screens/users are updated in near real-time, as illustrated in Figure 5. This
means that, at a meeting, several screens can be used for the same ACH
analysis, where changes made on any device are reflected on them all.
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Multiple large screens may be used, or small tablets. This facilitates parallel
work in a collaborative context.

Software Implementation

The web-based approach was taken to enable deployment across many
platforms with sufficiently powerful and standards-compliant web browsers,
and without any need for complex software installation. As with most web
applications, the overall system depends on a central server, with a certain
amount of code loaded onto the browser (client) while the software is
running. The ACH-W software relies, however, on processing that occurs
on both the server and the client. This client application is delivered and
updated without interruption or the need for client-side installation. In
many cases the server can even be modified and restarted without the client
application losing its place. This approach enables many useful features,
such as no data being stored on the client machine when the program
is not in use, and the ability for simultaneous use of the software for the
same analysis by different devices. The software is written primarily in the
JavaScript programming language, using standards compliant language
software running in both servers and clients. We use several important
external but open-source libraries in our implementation.

i Large Touch

Screen

ACHW in ACHW ACHW in ACHW in
Browser Server & DB Browser Browser

S

Figure 6. Mult|ple Device Flow: In ACH Walkthrough any number of devices
of various kinds can be used to work on the analysis, and to make changes
simultaneously and independently. The changes flow to the server, and thence to
any other devices working on the same analysis.

Evaluation

For our evaluation of Ach Walkthrough we had access to two vital resources.
The first resource consisted of senior members of the group from the field
study (‘the client’), and the second resource was a panel of professors at an
American university (‘the demo panel’) for whom the client requested we
give an extended hands-on demo. Both groups provided extensive and
helpful feedback.

One set of issues identified concerned the visualization elements in ACH
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Walkthrough, especially the parallel coordinates display, and the interaction
afforded by “brushing” on the axes.

Figure 7 shows the first version of a plot for ACH-W, and an important issue
should be immediately apparent. The problem can be seen when examining
the number of lines between the first and second axes (left to right) and the
apparent loss of detail as lines in subsequent gaps overlap. This problem
results from the fact that the data points are not floating point values but
instead are categorical (the first axis) and ordinal (the remaining axes). This
loss of information can be corrected by using curved lines, as shown in
Figure 7.

evidence credibility
Death Report — High
Gunshot Wound
Suicide Note -

Autospsy Report 1
Hands of Corpse —
Palice Investigators —
Houston County ME
Sleeping Pill 4
Antidepressant -
Propoxyphene -
Clinically depressed? -
Considered bodyguard |

Was about to testify —
Named in Lawsuit |

Named by whistleblower |

Figure 7. ACH-W Parallel Coordinates showing improvement with curves.

Brushing supports a surprising range of interaction tasks, especially as users
become familiar with the meaning of the graph’s dimensions. Users new to
parallel coordinates graphs might at first be drawn to visual clusters and
reinforcing trends across the display, and indeed in many domains this
is a strength of parallel coordinates in general. In the particular case of
analysis work like ACH, the real power comes from drawing one’s attention
to individual evidence items that fall within meaningful regions of the
graph and then taking the time to consider one’s evaluations from fresh
perspectives.

Interaction with parallel coordinates supports this kind of diagnostic
reasoning by making it easy to select items that help rule out a given
hypothesis. The user can create a brush that selects for ratings of inconsistent
or very inconsistent along a particular hypothesis axis and then draw their
attention to the evidence associated with only the highlighted lines. If they
had previously defined brushes for high credibility and relevance, they
would quickly find evidence items requiring the greatest consideration.
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Our informal usability sessions revealed opportunities for refinements
of interactive features. Our internal testing using brushing and parallel
coordinates had shown it offered powerful analytic value, but in user testing
we learned that it does depend on some prior awareness of the brushing as
well as a certain level of patience and attention to detail. We had assumed
that most users would have encountered interactive displays in web forms,
but for several users (particularly those new to parallel coordinates), the
availability of brushing was not immediately obvious. It may have gone
against their expectations if they assumed that the visualization was merely
a static aggregation of data.

Without cues from experienced users, our testers did not attempt to apply
any brushes. In our current implementation of ACH-W there aren’t any
obvious interaction cues for newcomers. In fact there is only one type of
discoverable affordance and it is offered to mouse users when hovering the
pointer over an axis. Unfortunately this feature assumed that hovering could
even take place. Users of touch interfaces lack the ability to hover, and so
they miss out on interaction cues altogether.

This issue became apparent through a usability test where the participant was
helpfully thinking aloud and found himself stuck on one of the walkthrough
steps. It was only the novelty of the technique that caused a problem. Once
he was shown the availability of the brush feature, its meaning was readily
apparent. Even when users understood brushing, they did not immediately
grasp its ability to help seek evidence that could disprove their favourite
hypothesis, a task that is central to reducing cognitive bias. One possible
enhancement for first-time users might be to introduce the feature of brush-
based filtering by offering a list of pre-set selections based on ACH-specific
tasks (e.g. filter irrelevant items, confirm diagnostic items for hypothesis n,
then n+1, find counter-evidence for hypothesis n, etc.) and then instruct the
user to walk through each of these presets. Also, the initial rendering of the
parallel coordinates graph could briefly show animated selections on each
axis that quickly unfold until they encompass their full range and then leave
behind affordances for the user to adjust (see mockup in Figure 8).

\
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Figure 8. Mockup of possible affordances.
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A number of senior researchers from the demo panel expressed concerns
with the process of ACH in its present form. Their concerns fell into two
broad categories: psychological, especially whether ACH avoids cognitive
bias, and mathematical, about the nature of the model. These issues are
both intesting, as they do not relate specifically to our software, but we will
not elaboarate further here.

Comments on the software features of ACH-Walkthrough, however, are our
concern. One commenter was concerned that the two digits of precision
used in presenting scores against hypotheses in the Consistency Tab and
the Graphs Tab might mislead the user into perceiving a mathematical
distinction between closely ranked scores. The scores use a formula
developed with Heuer in the construction of the Xerox PARC version of
ACH, and we chose to reproduce this formula. Future versions will represent
a more coarse representation of score, or may eliminate the numeric score
entirely and instead use a visualization that fosters appropriate attention to
the similarity rather than the minor differences between hypotheses.

Similar to this concern was a comment on the immediate feedback of the
change in score provided while manipulating the ratings on the Consistency
tab. The reviewer believed the immediate feedback might actually
encourage confirmation bias rather than fight it. This was an interesting
concern that could form the basis of a future experimental review. Design
of such an experiment could prove difficult to achieve however, particularly
given the various other natural sources of confirmation bias present. It would
also be difficult to produce a baseline from which to establish the presence
of an effect. This was left as another potential avenue for future research.

Overall, our experience with ACH Walkthrough was positive, but the
interaction design and software are still at the stage of functional protoype.
The next steps should be a more controlled usability study, ideally
professional analysts, and a real problem suitable for analysis. At the same
time, our early feedback was often accompanied by suggestions for new
features. The most commonly requested features are in the list below. The
first two items on this list inspired the next project in our work, which we
present in the next section:

1. Versioning and merging of versions
2. Roll-back and play-back functions
3. Improved support for integration with external data sources

4. Bidirectional links between evidence and precisely tagged
supporting documentation

5. Voice input for hypotheses and evidence

6. Colour customization for rating system (from a colour-blind
evaluator)
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Ra: Support for Application Interaction History

In the previous sections, we have described how our field study suggested
that collaborative security analysis would be assisted by large surface
tools, and we then presented such as tool, ACH Walkthrough. Both when
observing usage of ACH-W, and when seeking feedback, two additional
features seemed especially worthwhile exploring: Versioning and merging
of versions, and Roll-back and play-back functions. We therefore set out to
explore how such features might be provided. We developed an add-on
for web applications, such as ACH-W, to support interaction history, and
present our prototype in this section.

All users of complex software make decisions that they may later wish to
change. Software can support this need to revisit past decisions by keeping
past versions of the application’s state that the user can go back to. There
are several mechanisms for maintaining and presenting this history. Since
early in the history of desktop computing in the 1970s and 80s, most user
applications have provided users with an “undo” command to revert the
most recent change. But not all uses of “undo” occur because of mistakes.
Kirsh and Maglio (1994) o divide (non-erroneous) user interactions into two
categories: pragmatic actions are those that actually move the user closer
to their goal, and epistemic actions are those that help the user learn about
their situation, exploring to gather information that is either “hidden or hard
to compute mentally”. So interaction history systems should be designed to
support epistemic interaction as well as error recovery.

Touchscreens make epistemic interaction more compelling. Lee et al. (2012)
argue that touchscreens enable a kind of directness even more direct than the
Direct Manipulation described by Shneiderman (1981), since Shneiderman
was assuming the use of a mouse and keyboard. Large touchscreens also
enable new kinds of co-located collaboration possibilities J. Brown et al.
(2013). Sharing a touchscreen is much easier than sharing a keyboard and
mouse. Touch interfaces are changing the kind of software we make, and
the new types of applications need to support epistemic interaction.

Tools like ACH improve analysis work by reducing the impact of analysts’
cognitive biases. ACH in particular is meant to reduce confirmation bias,
where analysts will unknowingly focus on the evidence that supports their
pet hypotheses rather than evaluating all evidence fairly. Another cognitive
process that can interfere with effective analysis is satisficing Simon (1956),
in which an analyst will stop when they have reached an answer that seems
“good enough”. On its own, this is rational and acceptable as long as the
threshold is set right. The problem is that software may impose additional
costs to further exploration — at worst, further exploration requires starting
all over again — and that lowers the “good enough” threshold. This is related
to the problem of premature commitment from the Cognitive Dimensions
of Notations framework Blackwell and Green (2003). If you have reached
a solution but want to try something else, you must decide whether it's
worth the effort to just get back what you had if the “else” isn't any better.
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Without a system for storing interaction history, the user is constrained to
repeat the steps to achieve the old solution, or else execute the inverse of
all actions taken since then. This may be a significant cost to exploration.
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Figure 9. A study participant using our prototype software Ra (the dark blue
sidebar) with an interactive data analysis tool.

We wanted to develop a system to provide users with access to all their
historical interaction states, including those that would be discarded by a
traditional stack-model undo system. Such a system should encourage more
epistemic interaction by allowing users to return to known-good states after
exploring and reduce premature commitment and the urge to satisfice by
freeing users from the risk of losing good work while investigating other
options. We want to make software tools better support data analysis and
other kinds of nonlinear tasks that are hard to automate; we want risk-free
exploration.

In furtherance of these goals, we developed a prototype library called Ra,
pictured in Figure 9.

Visualizing History

Software has many different methods for handling interaction history and
exposing it to users. We reviewed a large number of approaches, but the
ones that seemed most general were those from software source code
version management. Some modern version control software such as Git
and Mercurial store the history of a project as a directed acyclic graph
(DAG). Tools for working with these systems will often display the history
as a DAG as well. In software projects, the structure is a DAG because
most work ends up in the final product. When developers work in parallel,
they are usually not working on alternatives; they will merge both lines of
development together.
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In Ra, we represent the history as a tree. (This is also the data structure
used internally.) We expected that the exploratory behaviour we want to
encourage would result in mostly dead ends, or multiple different results
for presentation or comparison, rather than some unification of most of
the work. Merges seem like a desirable feature in some cases, but their
usefulness may not be worth the extra complexity. It is unlikely that Ra could
perform merges automatically, and there is no obvious way for a user to
direct the merge of two snapshots of application state. This is in contrast to
merging source code, which can often be done automatically, and manual
merges of source code requires understanding the code, whereas merging
application state would require understanding the (usually not human-
readable) representation of that state.

The tree visualization in the Ra sidebar is inspired by the visualizations for
version control systems, and the traditional visualization of trees in computer
science. New nodes are added below, and if necessary to the right of,
the parent node (which represents the state that happened immediately
beforehand). This also, happily, matches normal English reading order.

Implementation

The general technical goal is to capture snapshots of the running state of
a Web application, and then be able to load snapshots without too much
delay. There are several ways this could be accomplished, each with its own
drawbacks.

For ease of prototyping, we chose to implement Ra as a JavaScript library,
to be included in the Web application with some (but preferably minimal)
supporting application changes. We wanted Ra to be non-invasive enough
that it can be added to an existing application without restructuring the
whole thing.

The central part of keeping required changes to the host application
localized is the use of objects. The newly-finalized ECMAScript 2015
Language Specification (“ECMAScript 2015 Language Specification”
2015) (ECMAScript 6) introduces them, though prominent JavaScript
engines such as SpiderMonkey in Firefox Mozilla Developer Network (n.d.)
implemented versions specified in drafts of the specification well before the
final publication. A imitates an existing object, but it can intercept almost all
interaction with thatobject. Inthe specification (“ECMAScript 2015 Language
Specification” 2015), a object is defined as an “Exotic Object”, meaning
that it is not required to display normal JS object semantics. For example,
immediately after setting a property on a regular object, retrieving the same
property must return the previously stored value (unless an exception was
raised); objects are not required to act this way. The object has a special
handler function that can override the normal object semantics. Following
the same example, retrieving a property value as would call a function
provided when the proxy was created, and the expression would evaluate
to the return value of that function. The function can usually return any
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value it chooses, although there are some more complicated edge cases
requiring the semantics of certain features such as non-writable properties
to be respected ("ECMAScript 2015 Language Specification” 2015; Mozilla
Develop Network, n.d.).

An application using Ra substitutes objects created by Ra for the objects
that hold its state. When all objects that hold state in the application
are actually objects managed by Ra, the application code continues to
interact with Ra implicitly when it uses those objects, yet all other code
can continue to use the objects as if they were the real state objects. This
allows us to update state objects on demand, wherever they may be inside
the application at the time, and whoever may have references to them.
From the perspective of the application code, when the user loads a saved
snapshot, the state objects immediately become the saved values, without
requiring the application to actually make any changes. This is accomplished
by setting all the traps in the to return the value from the current saved state
object instead of the original. If the application was already written in an
object-oriented style following the Model-View-Controller (MVC) pattern
Krasner, Pope, and others (1988), with state stored as properties of long-
lived objects, then the state objects do not have to be tracked through their
entire lifecycle; to support Ra, changes are needed only where state objects
are created. Additionally, since the “objects storing application state” that
Ra needs correspond to objects in the Model component of MVC, all the
state objects are already identified and ready to be replaced by proxies.

Our proxy-based approach corresponds very nicely to traditional MVC
or three-tiered application architectures, since the Model component
keeps the state objects isolated from the other code. However, the state
object requirements are impractical in some programming paradigms and
architectural styles (or lack thereof) used in JavaScript. Storing state in
the web application domain object model (DOM) is a common technique
that is problematic for Ra. Trying to recover the important state from the
DOM from Ra’s position would be complicated and error-prone at best.
Some applications keep state in closures, in variables local to a function
but available to any other functions that are lexically inside the function.
Programs written in the functional paradigm generally rely on this rather than
mutating objects. It is common to use closures to avoid adding properties
to the global object in top-level code, and some store state in variables in
that scope. There is also a well-known pattern for “private members” in
code trying to emulate Java-style object-oriented programming by using
closures to restrict access to variables, since variables cannot be updated
from outside their scope.

We found that the parallel coordinates application we used had several
of these problems. It uses the D3 framework Bostock, Ogievetsky, and
Heer (2011), which maintains listeners on the state objects in the model
component, and the code was written in a partly functional style with
significant state variables in closures. Restructuring the application to meet
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Ra's requirements would have been a large undertaking comparable to
rewriting the application.

We developed a mediation mechanism to allow an application to use
Ra without significant restructuring when it can't meet the state object
requirements. It puts more responsibility for managing state on the
application, so this may be of limited practical value in an application
with complex state. However, it was sufficient for the parallel coordinates
application. The Ra API is extended to include priests, which are special
objects provided by the application that act as interpreters between Ra
and the application state. Objects that store state but do not meet Ra’s
requirements are still marked with a call to on creation, but a priest name can
be supplied as well, as in the call . Instead of returning an object wrapping,
this will return itself. Ra will then delegate responsibility for monitoring,
saving, and restoring that object to a priest registered with the given name.

Ra User Experience

The parallel coordinates application (showing the months Ottawa had
at least some snow and the temperature never dropped below zero - a
rare occurrence). The balloon popup for a node is showing the label and
timestamp. The user has already returned to that state and started a new
branch; the “Load this” button would let them do so again.

,.
»
-
1]

»*

o0

4000000000088

Application space Ra sidebar

Figure 10. Ra divides the page to make room for a sidebar.

When Ra is part of a Web application, it adds a sidebar, shrinking the
available application space, as shown in Figure 10. Ra does not try to
intercept or manage user interaction with the application part, so aside
from being narrower, the application works exactly as it would without Ra.

As the user uses the application, Ra records the state of the application
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when it changes. We call the recorded state a “snapshot”. These are shown
as nodes in the tree visualization in the sidebar, where each snapshot follows
from its parent in the tree (“time flows down”).

The user can return the application to a previous state from the sidebar.
Tapping or hovering with the mouse brings up a balloon popup for each
node, as shown in , from which the saved state can be loaded. The node
in the tree that represents the current application state is marked in yellow.
When the user returns to a previous state, they can still interact with the
application — making different decisions this time. Instead of replacing the
history from that point forward, as a traditional undo system would, Ra starts
a new branch in the tree, as shown in, so both timelines are available.

Ra can record states for different reasons, and these get different glyphs for
the nodes in the tree visualization. There are three types of nodes:

* Automatic snapshots are shown as small dots. They are all given the
same default label ("autosave”) because no semantic information about
the state is available. Ra creates them automatically when it detects that
the state has changed, though this is rate-limited to at most one per
second, and the other snapshot types supersede automatic snapshots.

* App-suggested snapshots are shown as bigger, brighter dots. The
application can tell Ra to create one of these snapshot when it is in a
state the user is likely to want to return to, which is why these nodes are
more prominent. The application provides the label for these snapshots.
This kind of snapshot depends on the support of the application, and
some applications (such as our simple maze) may not create any. Our
parallel coordinates application uses these to mark the creation of new
brushes (selections).

* Starred snapshots are shown as stars. They are created explicitly
by the user. They may have a label set, also provided by the user. To
make a starred snapshot, the user enters the label in the textbox in the
sidebar, then presses the “Save” button. Note that in previous versions
of Ra, starred snapshots had the same appearance as app-suggested
snapshots.

We performed a usability evaluation in which participants used a simple
puzzle and an interactive data analysis tool with Ra. Our experience
implementing Ra and our observations from the study revealed several
important themes. Perhaps most interestingly, we observed three kinds of
history tasks. This categorization is not directly about the user’s intent, for
which there would surely be more than three categories, but the relationship
between the state the user was in (old) and the state to which the user went
(new).

Correcting Mistakes

In the “oops-undo” case, the user has made a mistake recently, or tried to

perform an action but the computer did something unexpected. The old
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state was clearly wrong; the user does not expect to need it again, and
perhaps it should be hidden from view. This is the case that traditional undo
was designed for, and it is reasonably well-suited to it.

Trying Alternatives

In the “undo-retry” case, the user wants to try some alternative, usually
starting from further back in history than the oops-undo case, or from a
parallel timeline. New work will be based on the new state, but the user may
not be certain that the old state should be discarded; the old state may still
be useful.

Ra was intended to support this task in particular. Traditional undo
mechanisms force the user to give up one branch to work on another, which
requires the user to commit to a decision before they see the result; they
may have to resort to manual version control (saving the file separately for
each experiment) or make a decision with incomplete information. Ra allows
the user to keep any number of parallel alternatives without the extra costs
of saving and managing alternatives in files.

Comparing Versions

In the "undo-review-redo” case, the user just wants to look at a previous
version of their work. It might be to compare two alternatives, or to copy
a particular piece of a previous solution, or even to remind themselves of
what not to do. The old state is still the working copy where new editing
work will happen; the new state is not something the user wants to keep.

Using traditional undo for this task is particularly dangerous because any
accidental edit will discard the redo stack, leaving the user in a state they
intended to abandon. Ra happens to support it better, since all versions
are accessible, but there are features that could improve the experience,
such as some way to keep track of the current working branch separately
from the version being viewed. We did not think of this task when initially
designing Ra, so it is an interesting outcome of the study that participants
did this anyway.

Reviewing sequences of past states without editing them may also be able
to help other people understand the final state. For example, Farah and
Lethbridge Farah and Lethbridge (2007) developed a linear timeline for
reviewing the development of software engineering models. In the field
of intelligence analysis, the system could be used for a kind of traceability,
allowing analysts to review the decisions that led them to a conclusion. Ra
could emphasize this capability by making it easy to explore the path from
a state to the root of the tree — that is, the work that went into a selected
state, ignoring parallel timelines.

Strata: Weh Application Annotation
In several steps of our research, we have observed professionals in co-
located collaborative security analysis work. One common kind of behaviour
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is annotation, whether of documents, or on whiteboard diagrams. Where an
application was displayed on a large screen, whether television or projection,
it was common to see people using paper or whiteboards to make sketch
duplications of key parts, and then annotate these. Often users tended to
point and gesture to elements on the screen, as if they were marking up
the content on the display itself. We therefore decided to explore explicit
support for this behaviour, and developed an add-on for web applications
to support annotation and easy screen capture. This would allow the users
collaborating over the display to annotate the web application which they
are interacting with, in addition to saving and retrieving previously saved
annotations. In this paper we present the technology choices and interaction
design of our prototype ,"Strata”, see Figure 11.

Figure 11. Co-located users collaborating over a large touchscreen display using
Strata to mark up a sample “car finder” web application.

The value of markup on documents has been included in various contexts
including in modern PDF reader applications such as Adobe’s Acrobat and
Apple’s Preview which provide users with annotation capabilities on PDF
documents. Annotation capabilities have also been included in the web
browser by Microsoft's Edge browser in their Windows 10 operating system,
which provides markup tools for web pages such free hand drawing,
highlighting, and text based notes. There are also various web browser
extensions which allow for marking up webpages, such as the Hypothesis
extension Hypothes.is (n.d.).

Annotations have also been the subject of various studies in academia.
Denoue and Vignollet proposed a very simple implementation by storing
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annotations on the client using extended URLs and avoiding the server
all together (Denoue and Vignollet, 2002). Alternatively, Sodhi Chatti
describes a “transparent white board” overlay approach to creating and
storing annotations; the annotations would be formed so that it is self-
contained which would therefore allow the annotations to be stored
anywhere (either server or client) Chatti et al. (2006). Finally, Beryl Plimmer
explores putting the web page into an iframe and then overlaying Adobe
Flash based annotations on top of the frame and tagging annotations with
metadata associated with the user. The annotations could then be stored in
a database and thus retrieved at anytime and even be shared with various
users Plimmer et al. (2010).

In summary, earlier work focused largely on the value of annotations
on documents using a mouse driven interface using regular computer
monitors, our focus is on the value of annotations on web applications (and
not documents) as a mechanism for facilitating collaboration amongst users
over large touchscreen based displays. The importance of annotations
for interactive systems has long been suggested by Thomas Green as
“secondary notation” in his identification of “cognitive dimensions” of
complex systems Blackwell et al. (2001).

Our goal was to implement a JavaScript based add-on that can be included
in any web application to provide users with mark up capabilities. Therefore
when we developed the prototype of the Strata system, we decided that
the project should meet the following requirements:

1. The system should enable creating annotations on top of web
applications.

2. Annotations generated should not obstruct the content on the
display. The content should remain accessible and manipulatable even
if there is markup overlaid on top.

3. Both touch and mouse based input should be supported by the
system, since there may be times when users would prefer using a
mouse even on a touchscreen computer.

4. Multitouch drawing capabilities and gestures must be included in
order to enable multi-user collaboration.

5. The system should leverage multitouch gestures in order to ease
usability and facilitate exploratory interaction within the system.

6. The system should be able to save and load annotations so that
users can revisit them at a later time or share them with other users.

7. The system should integrate seamlessly with a web application
without requiring several re-writes by a web application creator wishing
to include the system.

Strata was designed as a library that can be added on to any web
applications, rather than creating an extension which requires users to
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modify their web browser. This allows web application developers to easily
integrate the Strata system with any existing web application in order to
gain access to markup capabilities and enhance the collaborative aspect of
their web application.

Initial prototypes of Strata were developed using HTML Canvas. However,
this technology was abandoned in favour of Standard Vector Graphics (SVG),
because the HTMLS5 Canvas element would overlay over the content and
would thus prevent the user from interacting with the elements underneath.
Our design is that users can toggle between interacting with the application
itself, or with the annotation as a “layer” (hence the name “Strata”).

Since the system is intended to work on large touchscreen devices, the
system should support a multitude of features including multi-touch input
and gesture recognition. Strata is designed with both of those features in
mind, it leverages the Interact.js library which provides unified mouse and
touch events thus allowing for development on both touch screens and
mouse based personal computers. In order to support multitouch Strata
leverages Interact.js's (Adeyemi, n.d.) “pointerly” attribute to assign a newly
created pencil object to each finger thereby mapping each pencil object to
a finger therefore allowing for drawing using multiple fingers. Multitouch
is essential not only because a single user would expect it but also since
the system is intended to be used on large touch screens, it would be
be intended to be used by multiple users and would therefore require
multitouch to foster collaboration between the users interacting with the
system. Another advantage of using Interact.js is because it provides
support for gestures; any object with that matching class would recognize
gestures including pinching to resize an element and a rotate gesture.
Initially the system was designed with explicit state switching in mind where
a user would have to switch between drawing and gesturing which was a
detriment to usability, Strata was then redesign to support implicit state
switching whereby tapping an element would switch to a gesture mode
and upon completion drawing more would resume. This greatly improved
the usability of the software and allowed for a much more natural and
streamlined user interaction. By implementing both of these features, the
system encourages explanatory interaction on the part of the user which is
complemented by the exploratory nature of large touchscreen displays and
should thus facilitate collaboration and user engagement.

To demonstrate and conduct preliminary usability testing, included the add-
on on a car finder web application, which allows users to explore choices
for cars based on economy, power, etc. This application uses parallel
coordinates visualizations (Inselberg, 1997) and we use the implemented
based on the D3 visualization library (Heer, Bostock, and Ogievetsky,
2010; Bostock (n.d.)). This is one of the primary design elements in our
ACH Walkthrough application, introduced above. This visualization shows
data attributes on several parallel axes and allows individual elements to be
selected by “brushing” on the axes.
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The application interface is show in Figure 12, where the car finder is in
the main part of the screen and the Strata add-on interface is shown as
a tool bar across the top. The toolbar contains the pencil tool, options
for stroke and colour Document annotation tools such as those found in
PDF viewers provide a similar interface for interaction. Users can begin
interacting with the strata system by enabling drawing mode by pressing
the pencil icon. Once the drawing mode is triggered, the web application
will no longer become accessible so that the users can mark up the web
application without fear of accidentally selecting text or interacting with the
web application. The web application’s functionality can be resumed once
the drawing mode is disabled.

Once in drawing mode, the user has various options on the toolbar including
clearing the paper, setting the colour and the stroke size options for the
freehand drawing “pencil” tool and a rectangle canned shape option. These
options can also be changed at any time by using context menu options.

® O ®  Bmpsottcarstoncaistra x | AL

L ] e mvp.soft.carleton.ca/strata/ a ll @ 9@ 5 & =

s B x || —— R
Car Finder

A guery interface to find the perfect car

How to use this tool

To use this tool simply use the brushes to specify the features you're looking for and then use the annotation feature to mark the
car that fits your exact specifications

Figure 12. Strata annotations have been used to mark up the sample web

|n

application using freehand “pencil” drawings and a canned rectangle shape.

The strata add-on provides users with various ways of annotating web
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applications they have access to both free hand drawings as well as canned
shapes including arrows, rectangles and ellipses. A context menu is used
to create new shapes as demonstrated, since it is a contextual menu it
changes the options based on where it was triggered, triggering the context
menu over an element will bring up the styling options for that particular
element, otherwise triggering it over the web application will bring up
element creation options which allows users to add rectangles, circles. In
order to support both touch and mouse for triggering the context menu the
context menu click (typically a right click) brings up the contextual menu,
alternatively the menu can be brought up by using a “hold” gesture in order
to support systems without a mouse.

The Strata toolbar presents users with various options, including saving
the annotations as a JSON file once they are done annotating the web
application, the resulting JSON file can then be loaded at any later time by
invoking the load function through the Strata toolbar or shared with other
users who can then load the annotations, view them and possibly add or
remove elements from them. The system also includes the ability to save a
screenshot of the annotations which can be invoked by clicking the camera
icon in the Strata toolbar, once the screenshot functionality is invoked a
screenshot of the web application (including any markup) will be taken and
sent to a private image gallery.

Future work on the project includes formal usability testing, and in
particular we need to do it in an ecologically valid context where we
have people collaborating on real work using the system. Moreover, the
possibility of semantic annotations should be explored, by which we mean
a mechanism that can allow applications to present hooks so that Strata can
do smart annotations using those hooks (delegating the markup to the web
application). Finally, we believe that it would be important to investigate the
value of a web extension based architecture in the future in order to be able
to utilize the strata overlay in any web application without the developers
having to include support themselves.

Discussion and Conclusion

In this chapter we have reviewed a number of our projects on surface
computing for security analysis. We began with a survey of related work,
and then conducted field studies. We developed ACH Walkthrough, a
surface computing application to support analysis work, and then two add-
ons, one to support interaction history, and another to support annotation.
This work was carried out over several years, and involved several projects
we did not address in detail here.

Reviewing the work as a whole, several themes stand out. One suggested
by our literature review, and confirmed in our field study, is simply that large
surfaces, whether whiteboards, posters, or large computer displays, really
do facilitate collaboration. Small surfaces are hard for multiple people to
see, and are perceived as personal, making joint use seem invasive.
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A second theme is more specific to security analysis. The work involves
large amounts of data that is typically incomplete, unclear as to relevance,
and can even be intentionally deceptive. Yet making determinations and
recommendations must still be done, because security always involves
risk. Together, this has led to analysis processes that have several kinds
of filtering, assessment, and iteration, for example as described by Pirolli
and Card (2005). Our field study of professional analysts suggested that
this process would be improved in several ways by better collaboration,
for example using large surfaces. This is also consistent with results found
by Isenberg et al. (2010) in their study of students as doing intelligence
analysis. However, we also learned that it was unrealistic, and almost
certainly unhelpful, to expect analysts to work in close collaboration all the
time. Much of the work required intense focus and concentration, and was
best done alone for periods of time.

In our work developing and testing our surface computing tool for security
analysis, ACH Walkthrough, a cluster of themes emerged. One was the
importance of guided collaboration, where our walkthrough steps helped
users follow the ACH process. Another was that it became clear that
the work involved “epistemic ™ interaction. This has been identified by
Kirsch and Maglio (1994) as supporting not actions intended have direct
consequences, but rather speculative actions, done to explore possibilities.
We realized this was the principle underlying our fretboards and parallel
coordinates visualizations. At the same time, we appreciated the need for
analysts to take away results, work alone, and bring back new ideas.

Al this led to identification of new ways to better support this kind of work.
Interaction history support, such as provided by Ra, can help epistemic
interaction because it frees the analysts to explore alternative, while
allowing easy return to previous states. Annotation of application states
can be supported by software like Strata, which allows collaboration around
application software, while making notes on the results for later review.

In summary, we found that surface computing has a strong relevance for
security analysis, especially in how it can support collaborative epistemic
interaction, and this can be improved by support for guidance, interaction
history, and annotation. These are promising new directions for software
design.
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